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Wiki intro

« Software-defined networking (SDN) is an approach to
that allows to manage network

services through of lower-level functionality. This is
done by decoupling the system that makes decisions about where
traffic Iis sent (the ) from the underlying systems that
forward traffic to the selected destination (the ). The
inventors and vendors of these systems claim that this simplifies
networking.

« SDN requires some method for the control plane to communicate
with the data plane. One such mechanism, , IS often
misunderstood to be equivalent to SDN, but other mechanisms
could also fit into the concept.


http://en.wikipedia.org/wiki/Computer_network
http://en.wikipedia.org/wiki/Computer_network
http://en.wikipedia.org/wiki/Network_administrator
http://en.wikipedia.org/wiki/Abstraction
http://en.wikipedia.org/wiki/Control_plane
http://en.wikipedia.org/wiki/Data_plane
http://en.wikipedia.org/wiki/Software-defined_networking
http://en.wikipedia.org/wiki/Software-defined_networking
http://en.wikipedia.org/wiki/OpenFlow

SDN architektura

* The protocol is a foundational element for building SDN
solutions. The SDN architecture is:

)

Directly programmable. Network control is directly programmable because it is
decoupled from forwarding functions.

Agile. Abstracting control from forwarding lets administrators dynamically adjust
network-wide traffic flow to meet changing needs.

Centrally managed: Network intelligence is (logically) centralized in software-based
SDN controllers that maintain a global view of the network, which appears to
applications and policy engines as a single, logical switch.

Programmatically configured: SDN lets network managers configure, manage, secure,
and optimize network resources very quickly via dynamic, automated SDN programes,

which they can write themselves because the programs do not depend on proprietary
software.

Open standards-based and vendor-neutral When implemented through open
standards, SDN simplifies network design and operation because instructions are
provided by SDN controllers instead of multiple, vendor-specific devices and

protocols.
Src: wiki -


http://en.wikipedia.org/wiki/OpenFlow

SDN Standards Organization

® SDN architecture definition
® OpenFlow standard definition
® Not much consideration on existing network infrastructure

Initiated NfV Industry Standards Group

Network-operator-driven - Started by 13 Operators (VZ, DT, ATT..)
Virtualization of Network Functions
Complimentary to SDN and Open Innovation

IT vendors such as HP extremely active
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SDN

* Mozné definice - strucnéji ©

> SDN - nova architektura siti
» Usnadnuje programovani toho, jak se sité chovaji
» Hlavni myslenka SDN je remote control sitoveho HW
» ...
» Je to nyni popularni téma ©
» Probira se ve skole?
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Software Defined Network

Well-defined open API

~

Constructs a logical map
J J of the network
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SDN & NFEV: Driving Architectural Transformation

TEM proprietary solutions Open SDN standard solutions
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Operating
System
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Hardware

Mainframe industry in the &
1980s: Vertically integrated Horizontal

Closed, proprietary Open interfaces
Slow innovation - Rapid innovation
Small industry Huge industry

Src: Stelios Frantzeskakis /
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Zaklady SDN
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@I NONEI A Cloud OS SDN Controller Northbound Interface Southbound Interface
Cloud Architecture

Service WEB Portal/APP Portal . .
Presentation m Service presentation layer
Layer Open API ® Portals oriented to carriers, enterprises, tenants, and
RSPs
| o ® Flexible service customization interfaces
Orchestration SSGIGHINOS n - m Orchestration layer
Layer openstack” e Standard and open architecture, compatible with multi-
2N ﬁ vendors
Marhloee [Tisiees e Orchestration of storage, computing, and network
SDN Controller resources
NetWOer Control OPEN J ® Network control layer
ayer " onos e Implementing network modeling and network
S instantiation.
ﬁ SO U — ° Northbqun(_j open APIs can_be depl_oye_d for rapid_
customization and automatic provisioning of services.
e Southbound interfaces can be deployed for managing
physical and virtual networks in a unified manner.
Infrastructure m [nfrastructure layer
Layer

® The infrastructure layer is composed of computing,
storage and network resources

® Overlay network with physical and virtual networks
planned and designed in a unified manner

g &

Compute Storage Network
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Cloud Overview He{lsls[tR0ES SDN Controller Northbound Interface Southbound Interface

Mainstream Open-source Cloud OS

Background of
OpenStack and CloudStack

OpenStack http://www.openstack.org/ openstack-

» OpenStack is a global collaboration whose aim is to produce the
open standard cloud operating system for both public and private
clouds.

» OpenStack is a freely available, Apache-licensed software system
that can be used to build massively scalable cloud environments.

» OpenStack was initially developed by Rackspace and NASA.
Opened source on October 2010 and using Apache 2.0 license

» 2011 Rackspace announced OpenStack Foundation and

contributed it to the OpenStack Foundation
cloud%

CloudStack http://cloudstack.apache.org/ <

» CloudStack is a Cloud Orchestration platform that pools computing
resources to build public, private, and hybrid Infrastructure as a
Service (laaS) clouds.

» CloudStack was developed by Cloud.com in 2008. There are two
versions of commercial and open source. Open source version uses
GPL v2 license

» On July 2011, Cloud.com was acquired by Citrix (Citrix) and
CloudStack source was open since then

> In April 2012, Citrix contributed CloudStack to the Apache
Foundation

What Can We Do
on Cloud OS

Application Owner/User
Subscribe to Cloud services, monitor the application operation and
billing status
Developer and Operator
Create and Save their customized images. Start, monitor and
terminate instances by using customized images
Administrator

Configure and operate the infrastructure includes computing, storage
and network resources

App Owner Ciloud Ops
(o) -
i
Customer
Billing P I

Presentation |

Logic (Control) |

mm

Integration | Resources

Management |
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Cloud Overview Cloud OS Epl\EeGliifellsld Northbound Interface Southbound Interface

OPEN

OpenDayLight http://www.opendaylight.org/

» On Apr 8, 2013, , announced the
founding of the OpenDaylight Project as a community-led
and industry-supported open source framework to
accelerate adoption, foster new innovation and create a
more open and transparent approach to Software-Defined
Networking (SDN) and Network Functions Virtualization
(NFV).

» The project’s founding members—Arista Networks, Big
Switch Networks, Brocade, Cisco, Citrix, Ericsson, HP,
IBM, Juniper Networks, Microsoft, NEC, Nuage Networks,
PLUMgrid, Red Hat and VMware—committed to donating
software and engineering resources for OpenDaylight’s
open source framework to help define the future of an
open source SDN platform.

» On Feb, 2014 First Release “Hydrogen”
On Oct,2014. Second Release “Helium”
Third Release “Lithium” is on roadmap

Mainstream Open-source SDN Controller

.

ONoO=

ONOS http://onosproject.org/

» The Open Network Operating System (ONOS) is the first
open source SDN network operating system targeted
specifically at the Service Provider and mission critical
networks.

» ONOS has created useful Northbound abstraction and
APIs to enable easier application development and
Southbound abstractions and interfaces to allow for
control of OpenFlow-ready and legacy devices.

» ONOS has been developed in concert with leading service
providers (AT&T, NTT), with demanding network vendors
(Ciena, E/ll, Fujitsu, Huawei, Intel, NEC), R&E network
operators (Internet2, CNIT, CREATE-NET), collaborators
(SR, Infoblox), and with ONF to validate its architecture.

> First release “Avocet” was released on Dec, 2014.
Second release “Blackbird” will be released on Feb, 2015.
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Cloud Overview Cloud OS SDN Controller @\[elgiglelels(aleRisi=ls-le=M Southbound Interface

REST & RESTful API

REST & RESTful

» REST/RESTful

1. Representational State Transfer (REST) is a style of
software architecture. As described in a dissertation by
Roy Fielding, REST is an "architectural style" that
basically exploits the existing technology and protocols
of the Web.

2. Web service APIs that adhere to the REST
architectural constraints are called RESTful

» REST Constraints

1.Everything on the network is abstracted as a resource

2.Each resource corresponds to a unique resource
identifier URI

3.Using HTTP as a connector for manipulating resource

4.Any operation does not change the resource identifier
URI

5. All server operations are stateless (bezstavova)

REST Architecture

= <Component>>
User Agent

Client

<<Component>>
Web Server A

HTTP protacol

<= <Component>> SMTF protocal

Web Server B

Server Client Client Server

» Typical HTTP methods for RESTful API
Resource: Collection URI
(such as http://example.com/resources/

1.
2.

3.
4.

GET: List the URIs

PUT: Replace the entire collection with another
collection

POST: Create a new entry in the collection
DELETE: Delete the entire collection
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Cloud Overview Cloud OS SDN Controller Northbound Interface REs{si¥iialelo181alo Rigil=gt:1el=)

OpenFlow: Work Flow ~ “forwarding table management tool”

ove“\?\O\\N
0)
oofare
gnt”® - %S\’
gy Oecure T Controller
|
Channel “ - Add/delete flow entry

............................... » Encapsulated packets
 Controller discovery

'Switch| A MAC Eth "'-.-"LANI IP | 1P I | TCP | TCP
| Port S dst type | 1D Src Dist Prot | sport | dport
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OpenFlow Example

Controller
-
Software [Open Flow Client
Layer
e LI L L L LU LU LTI
MAC MAC IP IP TCP CP .
ction
rc dst Src Dst sport port
H
ardware * * * 5.6.7.8 * * port 1
Layer
- y,
pgft 1 rt 2 ort 3 rt4
5.6.7.8 1.2.3.4
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OpenFlow Basics

Flow Table Entries

Rule

Action

Stats

Packet + byte counters

Forward packet to zero or more ports

Encapsulate and forward to controller

Send to normal processing pipeline
Modify Fields

Any extensions you add!

.vanch
Port

VLAN
ID

VLAN
pcp

MAC
src

MAC
dst

Eth
type

IP
Src

IP
Dst

IP
ToS

IP
Prot

L4
sport

L4
dport

+ mask what fields to match

Src: Stelios Frantzeskakis /
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Examples

Switching

Switch |MAC MAC Eth LAN IP IP IP TCP CpP ction

Port rc dst ype ID Src Dst Prot sport port

* * 00:1f:" * * * * * * * pOrt6
Flow Switching

Switch |MAC MAC Eth LAN IP IP IP TCP CcpP ction

Port rc dst ype ID Src Dst Prot sport port

port3 00:20.. 00:1f.. 0800 vilanl 1.2.3.4 5.6.7.8 4 17264 80 port6é
Firewall

Switch |MAC MAC Eth LAN IP IP IP TCP CP .

ction
Port rc dst ype ID Src Dst Prot sport port
* * % * * * * * * 22 drOp

Src: Stelios Frantzeskakis /

Page 20


mailto:fontas@tik.ee.ethz.ch

Examples

Routing
Switch |MAC MAC Eth LAN IP IP IP TCP CP ction
Port rc dst ype ID Src Dst Prot sport port
* * * * * * 5.6.7.8 * * * port6
VLAN Switching
Switch |MAC MAC Eth LAN IP IP IP TCP CP ction
Port rc dst ype ID Src Dst Prot sport port
port6,
* * 00:1f.. * vlanl * * * * * port7,
port9

Src: Stelios Frantzeskakis / Page 21
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Open Flow tutorial

« http://archive.openflow.org/wk/index.php/OpenFlow Tutorial

Src: Stelios Frantzeskakis / tik.ce.ethz.ch Page 22
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Cloud Overview Cloud OS SDN Controller Northbound Interface REs{si¥iialelo181alo Rigil=gt:1el=)

Configuration/Provisioning Protocol: NETCONF & YANG

NETCONF & YANG NETCONF Architecture
> NETCONF (RFC4711/6241) provides mechanisms Haver =xample
to install, manipulate, and delete the configuration Content Configuration Data Notification Data
of network devices. Its operations are carried on L B
top of a simple remote procedure call (RPC) layer. Oper":‘“"“ “‘:;d”'co”"g”
The NETCONF protocol uses data encoding based Mossages —rpom, <rporeply= o foations
on the Extensible Markup Language [XML] for data I I I
as well as protocol messages. This inturn is Secure SSH, TLS. (BEEP/TLS), (SOAP/HTTP/TLS), ...
realized on top of the transport protocol, which can Transport - ’ ’

be TCP, HTTP, or HTTPS.
1. The Content layer consists of configuration data and

» Basic NETCONF Operations: get, get-config, notification data.
editconfig, copy-config, delete-config, lock, unlock, 2. The Operations layer defines a set of base protocol
close-session, and killsession. operations to retrieve and edit the configuration data.
3. The Messages layer provides a mechanism for
» YANG: The NETMOD working group has encoding remote procedure calls (RPCs) and
completed work to define a "human-friendly" notifications.
modeling language for defining the semantics of 4. The Secure Transport layer provides a secure and
operational data, configuration data, notifications, reliable transport of messages between a client and a
and operations, called YANG (RFC6020/6021). server.
Vice: Page 23

Src: Huawei slidy


http://www.slideshare.net/tailfsystems/netconf-yang-tutorial
http://www.slideshare.net/tailfsystems/netconf-yang-tutorial
http://www.slideshare.net/tailfsystems/netconf-yang-tutorial
http://www.slideshare.net/tailfsystems/netconf-yang-tutorial
http://www.slideshare.net/tailfsystems/netconf-yang-tutorial
http://www.slideshare.net/tailfsystems/netconf-yang-tutorial
http://www.slideshare.net/tailfsystems/netconf-yang-tutorial

Netconf example

Dotaz

<?xml version="1.0"?2>
<rpc
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:cpi="http://www.cisco.com/cpi 10/schema"
message-id="101">
<get-config>
<source>
<running/>
</source>
<filter>
<config-format-text-cmd>
<text-filter-spec>
interface Loopbackll3
</text-filter-spec>
</config-format-text-cmd>
</filter>
</get-config>
</rpc>

Odpoved

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply message-

id="101"xmlns=\"urn:ietf:params:netconf:base:1.0\"

>
<data>
<cli-config-data>
interface Loopbackll3
description test4d56
no ip address
load-interval 30
end
</cli-config-data>
</data>
</rpc-reply>
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Porovnani NetConf a OpenFlow
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Porovnani NetConf a OpenFlow

« Netconf
» upravuje konfiguraci zarizeni
» Konfigurace je ulozena na zarizeni

> Nove featury musi podporovat zarizeni samo o sobé (netconf neni separace ctrl a
dt plane)

e OpenFlow
» upravuje forwarding table
» Konfigurace neni ulozena na zarizeni

» Cokoliv jde implementovat v controlleru a pak jako flow vlozit do
switche/routeru

« Pravdepodobné tedy - oboji bude ,, ve hre “
> OpenFlow — nove featury

» Netconf — konfigurace stavajiciho SW na prvcich (IOS, JunOS,VRP, Comware...)

Page 26



Cloud Overview Cloud OS SDN Controller Northbound Interface REs{si¥iialelo181alo Rigil=gt:1el=)

Topological Information Abstraction: LLDP

What’s LLDP

» The Link Layer Discovery Protocol (LLDP) is an
industry-standard protocol defined in IEEE 802.1AB that
allows networked devices to discover and advertise
capabilities and identity information onto a layer 2 LAN.

» The layer 2 protocol that was standardized by the IEEE1
replaces several proprietary protocols implemented by
individual vendors for their equipment including the Cisco
Discovery Protocol (CDP).

» LLDP allows network devices that operate at the lower
layers of a protocol stack (e.g., layer 2 bridges and
switches) to learn some of the capabilities and
characteristics of LAN devices available to higher layer
protocols (e.g., IP addresses).

» The information gathered through the LLDP operation is
stored in a network device and can be queried using the
SNMP protocol, the CLI, or NETCONF. A device’s neighbor
topology and associated information can also be gathered
from this database.

LLDP Frame Architecture

LLDP

DA SA Ethertype [t Diata+pad —
LLDP_Multicast FC
address MAC address 88-CC LLDPDLU s
& ociets & octets 2 octeis 1500 octets 4 octets

Some of the information that can be gathered by LLDP
includes the following:

» System name and description

» Port name and description

* VLAN name and identifier

* IP network management address

» Capabilities of the device (e.g., switch, router, or server)
* MAC address and physical layer information

* Power information

A device that is configured for LLDP operation sends PDUs
on each of their interfaces where the protocol is enabled.
The PDUs are sent at a fixed interval and are sent in the
form of an Ethernet Frame or PDU.
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Uvod + Koncepéni architektura

Heat

e Open stack =
e Open source cloud platforma
e On demand Self-service (multitenancy) Horizon . i .
« Masivni skalovani, resource pooling
. Pfistup k siti pro cokoliv ey
 Meéfiteln sluzba - Ize G¢tovat o @
e Funkce rozdéleny do mnoha sluzeb
« Sluzby jsou propojené pres API (REST) ! I ! !
« Pay as you grow (nekonecna kapacita) Cinder Nova Glnce LT, swi
e (cca 1M Python radku kodu)

Provides images

Provides
valumes for

 Sluzby maji sva projektova jména Cellometer
« Priklad: Networking => Neutron

Provides

Auth Tor Keystone «—

Backups volumes in



Uvod + Koncepéni architektura

« Cloud poskytuje rtiizné service modely: Hoa

« SaaS - uzivatel ma pristup k softwaru v
cloudu (web-based email, dropbox
etC) Horizon - Provides

« PaaS - uzivatel muze do cloudu
nahravat své vyvijené aplikace, napr s
platforma jako Java EE prostredi Havdeon :

 laaS — uzivatel ziskava VMs, sitove
propoje, storage atd — celou —
infrastrukturu ve vétsi ¢i mensi miry ’ e ! !

Stores

Vi rtu a | izova nou Cinder Nova Glance mages in Swift

Provides images

« Open Stack pracuje s 3 piliri ICT:
« Vypocetni vykon Callometer
« Storage
« Networking

Provides

Auth for Keystone «

Backups volumes in



Uzivatelé OpenStacku

NASA
« CERN
« NSA

- PayPal
« SUSE, RedHat..
DT, AT&T...
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Horizon ~ dashboard

} 3 openstack B3 admin ~

Projoct . Network Topology
. We bOVé roz h Fa ni 1" Compute v M Small | 28 Normal

Network ~

« Self-service portal
Ve . o v 7 MNetwaorks
» Uzivatel si muze sam

d efi n Ovat Load Balancers
» Sit’ Firewalls
» VM Admin v
Identity v

» Pravidla

Routers

)> eee

reoooak

-
=
L
ta
=
=
o
[=]
£
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Nova ~ Compute (hlavni soucast IaaS systému)

« Nova-API — uzivatelské akce

 Spravuje zivotni cyklus vypocetnich instanci (VM) v
OpenStack prostredi

« Pracuje (nova-compute) s hypervizory (KVM,
VMWARE,Hyper-V, XEN,..dokonce i s barematel..)

» Prijme pokyn z fronty akci, zavola systémové prikazy na tvorbu
VM atd a u toho aktualizuje stavovou databazi
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Nova ~ Compute (hlavni soucast IaaS systému)

« Nova-scheduler — z fronty vezme pozadavek a vybere na
kterém HW ma VM spustit

e Compute Node — na kazdém nodu bezici agent
e Ruzné VM prichuté

« Zodpovida za:

Vytvareni VM - kolik zdroji (CPU, memory...)
Sposténi

Vypinani

)
)
)
)
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Neutron ~ Networking

Vse potrebuje IP adresu (staticky, DHCP,..)

Routing, switching, security pravidla, VPN sluzby, firewall
as a service, loadbalancer as a service,...

Neutron — skalovatelny systém, verejné AP, self-service

Vendor pluginy — neutron umi pracovat s infrastrukturou
na od rtznych vyrobcu

Agenti

Diky API a pluginum Ize neutron napojit na:
» Bézny x86 HW
» Switche, routery, firewally, loadbalancery
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Neutron ~ Networking

e Plugin — open vSwitch

Bridge a porty

Br-int — pripojuje VMs a prislusné sluzby
Br-ex — poskytuje pripojeni do externi sité
Podporuje OpenFlow

N

N

N

N

e Ovs—-vsctl show

e Ovs—ofctl dump-flows br-tun
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Swift ~ Object Storage

« Uklada nestrukturované datove objekty skrz RESTful API ~
soubory ©

« Tyto DB pouziva napr Facebook pro fotky, Dropbox apod.

 Swift resi redundantni zapis na vice mist v clusteru, v
oripade vypadku casti resi replikaci atd. - na bezném HW

« Poskytuje i pristup k datiim pres API — pro aplikaci, pro
packup, atd.
» Object store API nebo HTTP
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Cinder ~ Block Storage

» Dotaz — Rozdil NAS vs SAN? (block storage vs file storage)
 Cinder-api — prijima API volani a ty pak pusti na prislusny cinder-volume

« Cinder-volume
» zapisuje do statovové databaze
» Pracuje pres drivery s ulozistem (IBM, Solid Fire, Linux iSCSI,...)

« Cinder-scheduler — daemon vybira optimalni storage pro vytvoreni volume.
« Blokova ulozisté, Ize pridelit VMs — nova

« Soucasti:
> Volumes
> Snapshots
» Storage backend
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Keystone ~ Identity

Poskytuje authentizacni a autorizacni sluzbu pro ostatni
sluzby

Klicoveé pojmy

Tenants (,najemnici “) — skupina uzivatelu
Uzivatelée

Role

Tokens a services

v

v

v

v
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Glance ~ Image Service

 Sluzba, ktera shromazduje image
« Ruzné formaty (Raw, VDI, QCOW,...)

« Soucasti:
» Image
» Metadata
» Storage backend (bézneé swift)
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Ceillometer ~ Metering

« Zaklad pro uctovani za sluzby

e Soucasti:

.~meraky “

Notifikace

» ,sbérace “ notifikaci...

v

v

« A dalsi a sluzby — Heat, Trove, ....
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Logicka architektura

- Command-line interfaces (nova, neutron, swift, and so on)
- Cloud Management Tools (Rightscale, Enstrativs, and so on.)
- BVl tools (Pashboard, Cyberduck, iPhone client, and so on.)

OpenStack
Block Storage API

- OpenStack
etk 41—~ ) Heturking AP
~o _ A OpemStack RS
~E 2 v A Networking APl = ~ _
- ~
g ~
- ~
OpenStack
Block Storage AP
\
X
nova-api cinder-api

(08, EC2, Admin)

neutron \ neutron
agentls) pluainis)

-

OpenStack Object Store

mva—uheduln
\ | OpenStack ’

s Oncnsnek . An
S < Image Service 5 OpenStack Compute Block Storage i
N < 1 —
3 \ / s
Ventity AP -~ e
S b N— - o
AN L keystone N _ x-m==" e
““““ . (service & admin APls) "'32"" e
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Openstack na hrani

e Devstack

» Z git repozitore si stahnete skripty a zdrojové soubory OpenStacku ve formatu
pripraveném pro jednoduché nainstalovani

» Konfiguracni soubor local.conf — specifikace toho, jaké moduly se maji
pripravit

» ./stack.sh — nainstaluje OpenStack - vse na jeden stroj — idealni na hrani a
pripadné na vyvoj
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Priklad

« Horizon
»  Vytvorit LAN1 a LAN2
» Tvorba routeru, ktery je propoji
» Zkouska FW

» Vyrobit si VMs — ping, vyrobit dirs, snapshot, obnovit...
» CirrOS (malinky linux image — testovaci ucely ~ ping)

e CLI

» Kazda sluzba ma své CLI prikazy (neutron, nova,...)
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CLIL

e Horizon — Project — Access & Security ..stahnout RC config
e Source RC

 Ukazky prikazu:
> glance image-list, glance image-show ..
> nova list
> nova flavor-list

> neutron subnet-list

> nova boot —--image a8168934-3162-416e-9dc5-219d99d22425 --
flavor 42 —--nic net-id=637fd788-198f-4e25-8084-5d2d1c928424
testserver

> Nova reboot <server> => nova 1list
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CLIL

neutron
neutron
neutron
neutron

neutron

subnet-1ist

net-create LAN3

subnet-create LAN3 13.0.0.0/24 --name LAN3
port-1list

port-create netl --fixed-1p 1p address=192.168.2.40
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....dotazy diskuze ...
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Odkazy

« http://ilearnstack.com/2013/04/23/introduction-to-openstack-2/

» http://docs.openstack.org/admin-gquide-cloud/content/ch preface.html

« http://docs.openstack.org/icehouse/training-guides/content/

« http://mininet.org/

« https://www.openstack.org/assets/presentation-media/openvswitch-in-neutron-1.pdf

« https://youtu.be/hWWSaBOMTNo

...google : SDN, Openstack...
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