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Sifrovany datasource

Cil: neukladat hesla v plaintextu v konfiguraci

Aplikacni server
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Datasource

Pripojeni Databaze — Server

Pouze konfigurace
Na jeho zakladé se vytvari skutecné pripojeni
To uz zavisi na konkrétnim (JDBC) driveru
Lehce vymenitelné/konfigurovatelné

Alternativa k DriverManager
JNDI
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Datasource - ukazka

¢?xml version="1.8" encoding="UTF-8"2>

<IDOCTYPE datasources

PUBLIC "-//JBoss//DTD JBOSS JCA Config 1.5//EN"
"http://www.jboss.org/j2ee/dtd/jboss-ds_1_5.dtd">

¢datasources:

<local-tx-datasource>

<jndi-name>myDatasource</jndi-name>
<connection-url>jdbc:mysql://localhost:3386/repository</connection-url>
<driver-class»>com.mysql.jdbc.Driver</driver-class>

<transaction-isoclation>TRANSACTION_READ _COMMITTED</transaction-isolation>

<connection-property
<connection-property
<connection-property
<connection-property
<connection-property
<connection-property

name="useCompression”>false</connection-property>
name="logSlowQueries">true</connection-property>
name="zeroDateTimeBehavior">convertToNull</connection-property>
name="characterEncoding" >utf8</connection-property>»
name="uselnicode" >true</connection-property>
name="connectionCollation"”>utf8 unicode ci</connection-property>

<user-name>root</user-name:
<password>root</password>

<check-valid-connection-sql>SELECT 1</check-valid-connection-sgl>»

</local-tx-datasource>

¢fdatasourcess
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Sifrovany datasource

Jak explicitné nepsat heslo do konfiguraku ds?

Manualné
Datasource.getConnection(name, password)
Managovany AS

Runtime upraveni datasourcu?
Zasifrované heslo?
Jiny zpUsob?
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Sifrovany datasource

Java LoginModule

Moo

Imp
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ul bézné pouzivany pro pfihlaseni uzivatelu

ementuje autentizaci — muze vystavit jméno
neslo zdroje

Prih

aseni datasourcu pomoci login modulu
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o Sifrovany datasource

Vytvoreni security domeny
Zaregistrovani login modulu
Zaregistrovani datasource

<security-domain name="myDomain" cache-type="default"=
<authentication=
<login-module code="eu.bcvsolutions.czechpam.core.application. loginModule. MyLoginModule"
flag="required" module="PamLoginModule"=>
<module-option name="userMName" value="root"/=
<module-option name="managedConnectionFactoryMName"
value="jboss. jca:name=java: jboss/datasources/myDatasource, service=Local TxCM" />
</login-module=
</authentication=
</security-domain=
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Sifrovany datasource

=7¥ml version="1.0" encoding="UTF-g8"7=

<|DOCTYPE datasources

FUBLIC "-//JBoss//DTD JBOSS JCA Config 1.5//EN"
"http: /e, jhoss.org/j2ees/dtd/ jboss-ds_1_5.dtd"=

=gatasources=

=]local-tx-datasource=

=jndi-name=mybatasource=/jndi-name=

=connection-url=jdbc:

mysgl://localhost: 3306/ repository=/connection-url=

=friver-class=com.mysql. jdbc.Driver=/driver-class=

=connection-property
=connection-property
=connection-property
=connection-property
=connection-property
=connection-property

“SeCUrity=

name="usecompression"=false=/connection-property=
name="logslowqueries"=true=/connection-property=
name="zerobateTimeBehavior"=convertToNull=/connection-propertys=
name="characterEncoding"=utf8=/connection-property=
name="uselnicode"=true=/connection-property=
name="connectioncollation"=utfé_unicode ci= connection-property=

=gecurity-domain=myDbomaln=/security-domain=

=/SeCUritys=

=check-valid-connection-sql=SELECT 1=/check-valid-connection-sqgl=

=/local-tx-datasource=

</datasources=
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datasource.getConnection():

Aplikacni server
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Déekuji za pozornost!

Dotazy?

Filip Méstanek
Telefon: +420 739 821 327
email: filip.mestanek@bcvsolutions.eu BCV



Login module

Initialize(subject, callback, sharedState,
options)

login()
commit()
abort()

logout()
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