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Kdo/co je Internet?

» Poskytovatele (Content) obsahu
VS
Operatori (ISP)
* RozdeéleninaTieravsTier 2 etc
* Regionalni vs Globalni operatori
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Kdo/co jsouTier 17

"Final club”

Globalni site

Bezplatné se propojuji pouze s jinymiT1
Tier2 a T3 jim plati za pristup do jejich siti

 http://en.wikipedia.org/wiki/Tier_1_network

All settlement-free
Peering Interconnections




Peering Interconnections
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Content Delivery Network

* sité pro rozlozeni zatéze pro distribuci
* zlepseni UX (user experience)

* snizeni nakladu na distribuci

» Akamai, Amazon, Limelight

* napr.: distribuce aktualizaci nebo
streaming videa
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Modely nakup tranzitu

» fixni cena za port
* konstantni OPEX
* gcth percentile
* OPEX dle skutecne “spotreby”

NIX.CZ peering - IPV6 - Daily Traffic

-
Tue 00: 00

. 65.42 M
87.06 M Maximum: GB6.33 M
95th percentile OUT: S05.71Mbit




Schema nakupu transitu
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(5-minute samples
for 1 month.
95th percentile measure
* transit fee = monthly bill)




Priklad z bezneho zivota

Vhodné prirovnani jsou
Aerolinie, kde kazda
aerolinka predstavuje
jednotlivého ISP
( operatora )

A cestujici nahrazuji data
NEHENCRERIICE G EE



Se stoupajicim provozem prestane
staCit kapacita nastupni haly
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Resenim je neutralni bod, kde cestuijici
mohou samostatne prestoupit




Motivace peeringu

* Redukce nakladu na transit
* Snizeni latenci

» Zkraceni cest

» Zvyseni stability sité
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Peering free, paid...

Peering Peering

Route
Advertisements

WestNet EastNet

. MidNet
Routing Table Routing Table Routing Table

|OO ' |OOO | | OOl

(after peering) (after peering) (after peering)




Priklad z blizkeho vychod

Abort / Removecr01.dub01.pccwbtn.net84.233.221.50

traceroute ip 84.233.221.50

Tracing the route to Gi0-3.dxb-003-access-3.interoute.net (84.233.221.50) e e, Lenspyes

‘ ';“‘.. Tecaran
1 ge5-0-1.var01.dub01.pccwbtn.net (63.218.176.66) 0 msec 0 msec 0 msec Pt daanss o SRRV
e [ Gretow y %
2 pos4-6.cr03.1dn01.pccwbtn.net (63.218.176.38) 136 msec 136 msec 136 msec B P e el
forve Dpberee & P e e
3 TenGE11-2.br02.Idn01.pccwbtn.net (63.218.12.146) 136 msec 136 msec 136 msec o [PETee r
4 xe-11-1-1.lon21.ip4.tinet.net (77.67.94.153) 136 msec 136 msec 136 msec o ':.', : 25.000 km 'nStead Of 20 >
— e 260 msec instead of 1 e
5 xe-11-3-0.par72.ip4.tinet.net (141.136.111.246) 144 msec DA
Ve . Turbmerwstar

Yot oy

xe-2-2-2.par72.ip4.tinet.net (141.136.111.250) 148 msec 144 msec

6 interoute-gw.ip4.tinet.net (77.67.75.238) 148 msec 144 msec 144 msec

7 ae1-0.mrs-001-score-1-re0.interoute.net (217.118.118.74) 156 msec 156 msec 160
msec

8 Gi0-1.mrs-boi-access-2.interoute.net (217.118.118.86) 160 msec 160 msec

Gi0-3.mrs-boi-access-2.interoute.net (217.118.118.82) 160 msec

9 s0-1-0-0-0.dxb-003-access-1-re.interoute.net (84.233.221.41) [MPLS: Label 299776 . ,
Exp 0] 260 msec 260 msec 264 msec |-

10 ge-0-0-0-0.dxb-003-access-2-re.interoute.net (84.233.221.30) 260 msec 260 msec . Mab o 2

260 msec ' - ::‘ s

11 Gi0-3.dxb-003-access-3.interoute.net (84.233.221.50) 264 msec * 260 msec e .‘.,_,

Query Complete — (V- ot




Peering policy

* Open

» Selective -incumbent, nebo
“narodni” operatori

* Restrctive - Vyuzivane proT2>T1

* Closed - Typicke proTa
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Priklad “tvrdych” peeringovych
podminek

have a of service for at ;
have a t, with presencein where NET also has presence
and able to interconnect to NET in at least using (1, 10 or 100) GE;
have a footprint and able to interconnect to NET in at least 2 US locations;
Meet a between its network and NET’s network between
(inbound/outbound); Exchange a sustained peak traffic with

NET's network (number subject to change);

Exchange a where peering is established over a public
internet exchange;

Operate a professionally managed
Agree to actively cooperate to resolve security incidents and other operational problems;
Demonstrate and enforce strict filtering policies to prevent route leaks;

Show good faith efforts to facilitate communication regarding network maintenance with
regard to the traffic exchange;

Not abuse the peering relationship by engaging in activities such as but not limited to:
pointing a default route or otherwise forwarding traffic for destinations not explicitly
advgllised, resetting next-hop, selling or giving next hop to others.




Privatni propoje vs Peeringove uzly

* Naklady na propoj * Naklady na propoj
* #portu = #peerU * Naklady na porty IXP

* Nutnost alternativni * Redundanci zajistuje
reseni IXP
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Peeringove uzly

e komercni

* vetSinou navazané na dalsi sluzby
ktere prodava

* tlak na obeér sluzeb provozovatele
* nekomercni (sdruzeni)

* clenove maji moznost urcovat
merovani IXP




ldealni stav

(z pohledu “zelene” site)

“‘




Route servery v peeringovych
uzlech

 Zjednoduseni vstupu novych siti do IXP

* Snizeni zatéze pro router (jedna BGP
session namisto mnoha desitek...)




Priklad propojeni jednotlivych
siti v IXP

=

ISP A peeruje s ISP B a pres RS
CDNAaB

=
.| ISP Bpeerujes|ISPACDNAaB

ISP X peeruje jen s CDN B




Nove pripojena sit - navazovani
Deeringu

Nova sit mdze pro
zjednoduseni a zrychleni
konfigurace navazat
peering s ostatnimi pres
RS




VIinové multiplexy WDM

 Zvyseni kapacity FO

* Moznost 1vl. propoju

* Moznost budovat “alternativni”
topologie
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DWDM vs CWDM

DWDM

1530 33 1o
Cisco Metro DWDM wavelength -
(nm)

“ID MO0 W0 W W 1D WO BN
(‘WDM | | | |

o CWDM wavelengths
(m)




Co je NIX.CZ?

e peeringove centrum
e vice nez 100 clenu [ zakaznikU(

e ox telehouse v Praze

e datovy tok vice nez 285 Gb/s




Jak to vse zacalo?

* 30.8.1996 podepsalo 7 zastupcu
zakladatelskou smlouvu

° 1.10.1996

* 17.10.1996 probehla 1.VH



1. Rok Ceského peeringu

Unor 1997 faktické zahajeni peeringu
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Era 1999-2004

°* 2000

* 20 Cleny

* 2x PoPy propojené 2x1GE

* Kapacity pripojek 2-100Mbit
° 2002

1. Zaméstnanec — Tomas Marsalek

 Prekonani hranice 1Gbps
°* 2003

* Implementace IPv6

* 2 nove PoPy, celkem 4
* Vstup do Euro-IX




Fra 2005-2008

* 2005
* Podpora 10GE
 5Gbps celkoveho trafficu
* 45 ClenU
* Na konci roku 10Gbps, narUst +100%!

* 1. housované TLD v NIX.CZ (.eu, .be, .at)
 Prekonani hranice 20Gbps

 Prekonani ;oGbps

* Zahajeni provozu Route Servery
* VSe na HW C6509E




C6509E s prislusenstvim




Era 2009-2011

°* 2005
* Podpora 10GE
 5Gbps celkoveho trafficu
* 45 ¢lenU
* Na konci roku 10Gbps, narUst +100%!
* 2006
* 1. housované TLD v NIX.CZ (.ey, .be, .at)
* Prekonani hranice 20Gbps
* 2008
 Prekonani 5oGbps

 Zahajeni provozu Route Server(
* VSe na HW C6509E




Statistiky
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Statistiky
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Migrace z kruhove topologie

Vychozi topologie NIX.CZ
(zacatek 2010)

70 Gb

NIX 60 Gb NIX NIX
1 | L e | 2 2

2 Ll Kruhova topologie
) 7 / vznikla postupnym
i : | pripojovanim novych
o lokalit

50Gb 80Gb

7
3




Kruhova topologie s dalsi lokalitou

NIX NIX NIX
1 | R 2 2
& \

‘\ Technicky
5 V. 7
\ _/ neudrzitelne
a
h /

NIX
3




Mozne varianty migrace




Pozadavky na prestavbu topologie

* Minimalni vypadek

* Vsechny zmeény provadét mimo
“provozni spicky” => 2:00 - 6:30

g 10 12 14 16 18 20 22 0 2 4 6 & 10 12 14 16

* V pripadé problemu ponechat moznost
"roll-backu”




Casovani nakupu a upgrade

cas objednavky

Historical traffic growth at NIX.cz

Zde probéhl upgrade




Puvodni topologie NIX.CZ
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Migrace ring 2 star
(1. krok)
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Migrace ring 2 star
( pribéh 1. kroku )

NIX 8050 NIX NIX
1 l . I 2 2
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4x10Gb with vPC

30Gb
blocked by STP




Migrace ring > star
(dokonceny 1. krok )
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Migrace ring > star
(2. krok - 30.8.2010)

NIX NIX NIX
1 2 2

4
NIX NIX 7
=2 S 20 Gbps

Yt

NIX NIX NIX NIX
3 4 4 4




Cilovy stav

( posledni krok v pribehu listopadu '10)

40 Gbps

=== 20 Gbps

ehanhelt




Bezpecna VLAN

* Reakce na utoky v 2013

* cile: banky, on-line media, mob. op,,
seznam.cz

» Utok prochazel NIX.CZ a z upstreamu
firem (pravdépodobne z RF)

* Nektere cile/obéti pouzili “ostrovni rezim”

» Dopad i na regionalni provoz
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Bezpecna VLAN




Bezpecna VLAN

» “Klub dUveryhodnych” spolecnosti
* Pripojky do Bezp VLAN i do peering VLAN
* Bezpecna VLAN — posleni instance

* “"At se aspon muzou lidi v CZ dostat do CZ
bank”

* Vysoke vstupni pozadavky
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Bezpecna VLAN
technicke podminky

* BCP38/SACo04

» RTBH filtering pres RS

 Duraz na kvalitu a nove technologie:
* DNSSec
* |IPv6
* Redundance pripojek

* Monitoring

* Control plane policy - RFC6192
> DNS (UDP) amplification protection




Bezpecna VLAN

organizacni podminky

* Smlouvy se zakazniky - spam, Utoky etc

» Kontakt pro bezpecnostniincidenty 24x7 - ne IVR
* CSIRT team

* V NIX.CZ aspon 6mésicu

* Dobra povest

* Prohlaseni, doporuceni, nevetovany




Bezpecna VLAN

stav

6 zakladajicich spolecnosti

ACTIVE 24, CESNET (NREN), CZ.NIC, Dial
Telecom, Seznam.cz and Telefonica Czech
Republic

Vlastni technicka pracovni skupina
Testovani BFD
Priprava RBTH




Dotazy a pripominky

ag@nix.cz
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